
TABLE XI
LIST OF DAPP INCIDENTS REPORTS.

Source Report URL Victim Dapp
PeckShield https://blog.peckshield.com/2018/04/22/batchOverflow/ BeautyChain(BEC)

PeckShield https://blog.peckshield.com/2018/04/25/proxyOverflow/
MESH, UGToken(UGT), SmartMesh(SMT),

SmartMesh Token(SMART), MTC, First(FST), GG
Token, CNY Token(CNYt)

PeckShield https://blog.peckshield.com/2018/05/10/multiOverflow/ Social Chain (SCA)
PeckShield https://blog.peckshield.com/2018/08/18/replay/ SmartMesh(SMT), UGToken(UGT), First(FST), MTC
PeckShield https://blog.peckshield.com/2018/08/14/unsafemath/ MovieCredits (EMVC)

Medium https://medium.com/coinmonks/an-inspection-on-ammbr-amr-bug-a53b4050d52 Ammbr(AMR)

4Hou https://4hou.win/wordpress/?p=21704 Ammbr(AMR), Beauty Coin (BEAUTY), Rocket
Coin (XRC), Social Chain (SCA)

BCSEC https://bcsec.org/index/detail?id=157&tag=1 Morph
Aeternity https://blog.aeternity.com/parity-multisig-wallet-hack-47cc507d964d Parity

BitcoinTalk https://bitcointalk.org/index.php?topic=1400536.60 Rubixi
Github https://github.com/ether-camp/virtual-accelerator/issues/8 HackerGold(HKG)

Reddit https://www.reddit.com/r/ethdev/comments/7x5rwr/tricked by a honeypot con
tract or beaten by/ PrivateBank

Reddit https://www.reddit.com/r/ethereum/comments/916xni/how to pwn fomo3d a b
eginners guide Fomo3D

PeckShield https://blog.peckshield.com/2018/07/24/fomo3d/ Fomo3D, RatScam

Medium https://medium.com/@AnChain.AI/largest-smart-contract-attacks-in-blockchai
n-history-exposed-part-1-93b975a374d0 Fomo3D, LastWinner, RatScam, FomoGame

Medium https://medium.com/coinmonks/how-the-winner-got-fomo3d-prize-a-detailed-
explanation-b30a69b7813f Fomo3D

Medium https://medium.com/@Beosin/there-is-only-one-truth-god-game-attack-analysi
s-ea4821d27cc3 GodGame

360 http://blogs.360.cn/post/Fairness Analysis of Dice2win EN.html Dice2Win
King of the

Ether
Throne

https://www.kingoftheether.com/postmortem.html King of the Ether Throne

Reddit https://www.reddit.com/r/ethereum/comments/4ghzhv/governmentals 1100 eth
jackpot payout is stuck/ GovernMental

Medium https:
//medium.com/spankchain/we-got-spanked-what-we-know-so-far-d5ed3a0f38fe SpankChain
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